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Abstract:In this paper, we propose a novel protocol for 

smart card using Elliptic Curve Discreet Logarithmic 
Problem(ECDLP). It is believed that smart card technology 
application should benefit more from advantages of public 
key cryptography specifically in initiation and maintenance 
of secure channel. This paper introduces a public key 
cryptographic protocol for secure entity authentication, data 
integrity and data confidentiality. The proposed secure 
channel protocol uses a combination of secure public key 
system, secret key and a public encryption system to achieve 
the desired goal. Signature authentication along with sign 
encryption for smart card based on Digital Signature 
Authentication (DSA) using (ECDLP) has been proposed. 
Recently as all the application transaction is bound to 
happen in smart card, bandwidth utilization, power 
consumption and above all minimization of computation for 
better utilization of memory are major challenges. Sign 
encryption is useful in protocols that guarantee the 
anonymity of the participants and its message. The proposed 
scheme can be easily extended to M-Commerce, Financial 
transaction and Healthcare applications where the requester 
needs a signature on the message. 
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I. INTRODUCTION 
A Elliptic Curve over Finite Field 

The use of Elliptic Curve Cryptography was initially 
suggested by Neal Koblitz [3] and Victor S. Miller [2] and after 
that many researchers have suggested different application of 
Elliptic Curve Cryptosystems. Elliptic curve cryptosystems over 
finite field have some advantages like the key size can be much 
smaller compared to other cryptosystems like RSA, Diffie-
Hellman since only exponential-time attack is known so far if 
the curve is carefully chosen [3] and elliptic curve discrete 
logarithms might be still intractable even if factoring and 
multiplicative group discrete logarithm are broken. ECC is also 
computationally efficient than the first generation public key 
systems such as RSA and Diffie-Hellman. 

B. Elliptic Curve Groups over qF
 

A non-super singular Elliptic curve E   over qF  can be 

written as: 
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The point  P  in the Elliptic curves is described by the 
coordinates qFyxwhereyx ∈,),(  that satisfy the 

equation (2) together with a “point of infinity” denoted by 
O form an abelian group ),,( OE +  whose identity element 

is O . 
C. Addition of two distinct points P and Q 
The negative of the point ),( 11 yxP =  is the point 

),( 11 yxP −=− . If ),( pp yxP  and ),( qq yxQ  are two 

distinct points such that P  is not Q− , then  
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D:Doubling the point P 
Provided that py  is not 0,  
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The Elliptic Curve Discrete Logarithm Problem (ECDLP) is 
defined as: 
 
Definition 1. Let E  be an elliptic curve over a finite field qF  

and let )( qFEP∈  be a point of order n . Given )( qFEQ∈ , 

the elliptic curve discrete logarithm problem is to find the 
integer ]1,0[ −∈ nd , such that dPQ = . 

 
II. PROPOSED PROTOCOL FOR SMART 

CARD 
We propose a novel efficient and low computation protocol. 
Initially the curve parameters [7, 8, 9] must be agreed upon 

by terminal and certifying authority. Signer must have a key 
pair suitable for elliptic curve cryptography[10,11], consisting 
of a private key du (a randomly selected in the interval [1,n-1] ) 
and a public key Q  where GdQ u= .When a signer wants to 
send a signed message m to receiver, he/she must generate a 
digital signature[4]. The overall protocol has been  described in 
following steps. 
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1. Terminal is a host defined as an off-card entity that requires 
establishing a secure channel with the smart card, application or 
smart card operating system (SCOS) as shown in Fig. 1, i.e. 
terminal initialization has to be made. 
2. Card/User represents smart card. Typically a sufficient 
tamper resistant device which is relatively difficult to 
compromise; it has access to a variety of cryptographic 
algorithms and a good random number generator. A multi-
application smart card platform will provide significant 
functionality that will strengthen the overall concept of dynamic 
application management as shown in Fig. 2, i.e. card 
initialization has to be made. 
3. All entities share public values i.e. large prime multiplicative 
order modulo p. 
4. Each card has a Diffie-Hellman key agreement key pair. 
More specifically, card has private key agreement key y with 
corresponding public key Qs. The card’s key pair can be either 
generated off-card by the issuer or the application provider and 
subsequently loaded onto the card, or it can be generated on-
card (if the functionality is provided by the card). In either case 
the public key has to be certified by the corresponding off-card 
entity, i.e. the issuer or an application provider. 
5. The terminal has an ECC public encryption key, which is 
certified by the corresponding certification authority as shown 
in Fig 1. 
6. The card and the terminal share a symmetric cryptosystem 
and a key generation function (e.g. a one-way function). 
7. The card is capable of generating random numbers. 
8. Each card (e.g. through a security domain) has a trusted copy 
of its owner’s (e.g. certification authority, issuer or application 
provider) public certification key whose corresponding private 
key is used by the off-card entity for issuing certificates (i.e. for 
the ECC keys) as shown in Fig 3. 

Select k randomly between [1, n-1] and generate sandrR,  
as:  

After receiving ),( sr  from signer, the receiver can verify 
the correctness of the signature on the message. 

 
Fig.1  Terminal Initialization 

 
Fig.2  Card Initialization 

 
Mutual authentication and Key agreement between the 

Terminal and the smart card is described in Fig  3. When ever 
there is a service request either by the card or by the terminal 
there is an immediate key exchange. Once both the party’s have 
the public key of the other then by using their private key they 
can generate the secret key to encrypt the data required to have 
the mutual authentication. To protect the certificate from 
eavesdropper it is send through the encrypted format using the 
mutually secret key QKx . The server concatenates the 

certificate through the es,(rs,ss),ts,g) , to obtain the final mutual 
key of authentication. 

The encrypted message Co is then sent to the user then 
decrypts Co and then obtains the certificate and the generator g. 
The user then encrypts the data with the concatenation of eu, (ru, 
su) with the certificate expiration date tu and the random 
generator g, the encrypted data is known as C1, it is the send to 
the server which is then decrypted with the mutually agreed key 
and then checks that whether g and tu are valid or not, if it 
is valid then the server finds 1−= sSw  and then finds 

uewu *1= , urwu *2 = , caQuGuR 21 += , nxV r mod=  

and by using the previously known generator g  to find Kf  

which will be final session key and with the help of Kf  
similarly at the user end message is encrypted and send to the 
server where verification is done and message is decrypted as 
shown in Fig. 3. 
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Fig .3  Mutual Authentication & Message Recovery 
 

III CORRECTNESS OF PROPOSED PROTOCOL 
 

The verifier only verifies the pair ),( sr   and message m  
by using the above equation. The correctness of the equation as 
follows: The verifier has only digital signature (r,s,R) of 
message m   for verification. The customer extracts the 
signature by using above, therefore 
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IV. TRANSACTION USING THE ABOVE 
PROPOSED PROTOCOL 

 
The following procedure explained an untraceable off-line 

electronic payment protocol assuming that the consumer wants 
to purchase some goods from the merchant and that both have 
bank accounts with Bank: 
 
A. Request for certificate by user or smart card. 
1. Customer asks for certificate from the certifying authority. 
2. Certifying Authority issues a certificate to the card by 

putting the unique identity number and valid period. 
 
B. Request for certificate by Terminal or server.  

1. Terminal/Server asks for certificate from the 
certifying authority. 

2. Certifying Authority issues a certificate to the card 
by putting the unique identity number and valid 
period. 

C. Online Transaction between Card and Terminal/Server. 
1. After agreeing on the initial key, final session key 

is generated with the help of a generator. 
2. With the help of new session key message is 

encrypted along with the certificate then send to 
the receiver. 

3. At the receiving end message and certificate is 
verified, if it is true then the encrypted message is 
decrypted using the above proposed protocol. 

 
V. CONCLUSION 

This paper suggests a secure and efficient protocol 
based on the Elliptic Curve Discrete Logarithm Problem 
for smart card. The scheme utilizes fewer number bits due 
to inherent property of elliptic curve as compared to its 
public key counterparts such as RSA. The proposed 
protocol is suitably illustrated using an online transaction 
for banking system. The validity of the proposed scheme 
has been made.  
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